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 
Abstract—This paper discusses the various Geofencing 
constructs  and  concepts.  Constructs  are  concepts,  models,  or 
schematic ideas: In our case they are the theoretical constructs 
of the Geofence used as a Security Strategy Model. Our concept 
considers Location Based Services and RFID as central to the 
security of wireless network security. Therefore Location Based 
Service and RFID Technology emerge as key constructs. Using 
the Geofencing application framework an organisation can turn 
from  less  secure  when  it  uses  a  wireless  network  to  highly 
secure. The Geofencing application framework was developed 
with  the  projection  that  applying  the  concepts  of  statistical 
process  control  to  wireless  network  security  will  encourage 
wireless network usage as a secure method of communication by 
organisations prone to war driving and hacking. This paper is 
divided into two parts. The first part is experimental work, in 
which  field  measurement  trials  were  conducted  in  order  to 
observe and collect Positioning Technology data - taking into 
account the different noises in the Test Bed environment and the 
measurement scenarios. The second part of this paper presents 
the experiment setup, components and positioning methodology 
with  a  brief  description  of  future  work  for  researchers  and 
industry practitioners 
 
Index Terms—Geofencing Security Engineering, Location 
Based  Services,  Mobile  Device,  Wireless  Fidelity,  Radio 
Frequency Infrastructure 
I.  INTRODUCTION 
 
In this paper, we present a Wi-Fi network environment 
compliant  with  the  IEEE  protocol  using  the  802.11b.  We 
organised  this  system  using  a  client-server,  access  points, 
antennas and a laptop as client devices. We gathered position 
data using a control monitoring system and server in order to 
analyze and coordinate the various tasks. It was necessary to 
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profile the mobile devices location and movement by access 
points  and  antennas  to  raise  accuracy.  The  Location 
determination method was implemented on the basis of signal 
strength,  using  various  factors  to  raise  accuracy  and  the 
triangular surveying ability. Our method utilised the profile 
data of our laboratories server to correct the signal strength 
variation  which  is  very  large  according  to  determination 
environments. The main task of the experiment was to collect 
location data in order to examine the overall performance of 
the positioning model under optimum to adverse operating 
conditions  e.g.  noise  and  interference.  Several  types  of 
location data were collected and stored in different files. The 
organization  of  the  experimental  testing  was  carefully 
designed taking into consideration dynamic and static user 
measurement  scenarios  in  urban,  rural  and  open  space 
navigation environments. In order to evaluate our Geofencing 
Security model, a dataset of a user’s movement is required. 
Our experiment will focus on the movement of a wireless 
laptop attached to an RFID tag whose movement together 
with that of its user is monitored through a wireless controller 
system. Our experiment will probably typically be used as a 
service in an office therefore the ideal dataset will be that from 
a room with office measurements, say like that of an open 
floor plan were hot desking can take place.  Our experiment 
aims to generate movement on a pre-defined line within a 
pre-defined  parameter.  The  environment  in  which  the 
monitoring takes place is a Wi-Fi enabled open plan office 
(test bed) and has the necessary components for a laptop to 
connect  to  a  wireless  controller  system.  Our  Geofencing 
Security  Trust  Model  was  developed  as  a  result  of  the 
challenges that wireless networks face from the leakage of 
radio waves which they use to transmit their data. The project 
used  Airetrak’s  Huntingdon  laboratory  as  its  test  bed and 
proved  that  Geofencing  can  be  used  as  a  security  access 
measure  for  securing  wireless  networks.  The  Geofencing 
Security Trust Model is the result of two years work from 
concept  to  implementation.  Funds  were  provided  for  the 
project by the Haberdashers Fund and the Emerald Fund and 
the project collaborated with Airetrak (An independent Wi-Fi 
tracking solutions company) to obtain Proof of Concept.  
II.  LOCATION BASED SERVICE INFRASTRUCTURE 
 
The  basis  behind  using  Location  Based  Service 
technology is that the location of mobile devices has to adhere 
to  international  regulations.  So  for  instance  in  the  United 
States of America all wireless carriers must be able to reliably 
identify the location of 911 calls from mobile devices, this is 
commonly called the E911 mandate. In Europe the European 
Commission  made  similar  recommendations  for  a  set  of 
location enhanced regulations called E112. For the purpose of 
this study it useful to mention the architecture that forms LBS; 
Firstly the databases, Secondly the mobile devices, Thirdly 
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the Positioning system, Fourthly the Wi-Fi network and last 
but not least the LBS provider.  
III.  MOBILE DEVICE SPECIFICATION 
 
Whilst snoopers are generally used for observing signal 
strengths of packets transmitted by the target machine, we 
didn’t use any in our experiment. In our experiment we used 
one laptop that runs windows Vista (Sony Vaio NR11S/S 
Notebook). Where a normal WLAN AP will only receive 
packets  from  associated  stations  our  customized  driver 
allowed us to listen to all traffic on any given channel. Also 
upon  request  it  was  able  to  switch  channels,  measure  the 
target stations signal strength and switches back to resume 
normal network operations. We used this technique to allow 
the central server to perform tracking and communication at 
the same time. For training and testing we used a Sony Vaio 
NR11S/S  laptop.  Our  laptop  is  monitored  by  a  Wireless 
Controller System which uses a java program to communicate 
with the access points to collect signal strength measurements 
on packets observed from the target machine (our laptop). 
The Wireless Controller System needs sufficient memory and 
processing power to contain the pattern of our test bed.  
IV.  WIRELESS FIDELITY INFRASTRUCTURE 
 
The  basis  behind  using  Wi-Fi  technology  is  that  the 
location of the mobile device e.g. (laptop) can be determined 
by the received signal strengths (RSS) from at least one access 
point.  These  signals  commonly  called  beacons  contain 
information stored as packets. The method of transmission 
can be either through access points that receive signals within 
their sphere and establish the position of the mobile device 
(laptop) or through signals from the access points which have 
their ID amongst other information. For indoor Geolocation 
applications, the service area is restricted to inside and the 
close vicinity of a building, and nowadays the building floor 
plan is normally accessible as an electronic document. The 
availability of electronic building floor plans is one of the 
features  of  indoor  applications  that  can  be  exploited  in 
positioning algorithms. For example, while tracking an MT in 
a  building,  with  the  aid  of  building  floor  plan  situations 
involving crossing walls or jumping through floors can easily 
be identified and eliminated. Another unique feature of indoor 
applications  is  that  the size of the coverage area is much 
smaller than outdoor applications. This makes it possible to 
conduct comprehensive planning of the placement of sensors 
V.  RADIO FREQUENCY IDENTITY INFRASTRUCTURE 
 
The  basis  behind  using  RFID  technology  is  that  the 
technology is low power and low cost. The ranges of the 
frequency vary from low (100 – 500 KHz), intermediate (10 – 
15 MHz) to high (2.4 – 5 GHz). The components of the RFID 
technology are the reader and the tag with both being able to 
exchange radio signals in a two way communication route. 
The technology works by the RFID reader being connected to 
a server and being used to communicate with an Active Tag 
(which  have  their  own  power  and  can  read  up  to  tens of 
meters)  thus  the  proximate  position  of  the  RFID  tag to a 
reader can be identified. The methods that can be used to 
perform this technique include; firstly by storing the serial 
number that identifies the mobile device on the RFID using a 
microchip.  Secondly  by  locating  RFID  readers  used  by  
mobile devices it follows that once the RFID enabled device 
moves into reading range then the position of the tag can 
monitored by the reader and thus an approximate position can 
be determined 
VI.  EVALUATING OUR RESOURCES AND TEST BED 
 
In order to identify the optimum locations for our access 
points we ensured that we had a good understanding of the 
specific requirements for the network that would impact on 
our signal coverage. We obtained electronic copies of our 
facility  diagram  before  going  in  to  carry  out  a  visual 
inspection; the alternative to this would have been to obtained 
fire escape diagrams which are usually present on hallway 
walls. We walked through the facility before performing any 
testing to verify the accuracy of the facility diagram. This is a 
good time to note any potential attenuation barriers that may 
affect  the  propagation  of  RF  signals.  We  determined  the 
capacity  of  any  existing  network  that  could  interface  the 
access points; this is because most buildings have Ethernet 
and in some cases optical fibre networks that interlink and 
ultimately have an effect on our experiment. We marked on 
the facility diagram all areas where coverage was needed, 
such  as  offices,  hallways,  and  stairwells,  utility  rooms, 
bathrooms,  break  rooms,  patios  and  elevators.    By 
considering the possible location of wireless users and the 
range estimations of the wireless network we were able to 
approximate the locations of access points that would provide 
adequate coverage throughout the user areas. Most wireless 
LAN  vendors  provide  wireless  site  survey  software  that 
identifies  the  associated  access  point,  data  rate,  signal 
strength, and signal quality. You can load this software on a 
laptop and test the coverage of each preliminary access point 
location. Alternately, you can use a third party site survey tool 
available  from  several  different  companies,  such  as  Air 
Magnet,  Berkeley  Varitronics  Systems,  and  Ekahau.  Very 
important: Definitely consider the SNR range boundary and 
uplink signal strength when interpreting the results. Once we 
were  satisfied  that  the  location  of  access  points  we  had 
identified  would  provide  adequate  signal  coverage,  we 
documented our findings on the facility diagrams by depicting 
the location of each access point. Our security solution will use 
specially programmed technology to locate a wireless device. 
The objective was for the wireless device to only function 
within a defined parameter. This is so that the parameter can 
be used to control the acts of the wireless device when it 
communicates with a designated database. Figure 8, 17 & 19 
shows  an  RFID  Tag  (blue  icon)  being  used  to  monitor  a 
wireless Laptop Red (red icon). Figure 7 & 8 is the test bed 
and  walked  line  measurement  which  had  been  predefined 
prior  to  the  exercise.  In  using  Airetrak  Wi-Fi  Tracking 
Solutions technology, which can pinpoint a user’s location to 
the nearest possible inch, the author believes by varying access 
levels of security depending on the user’s pinpointed location 
the study has uncovered a new area of wireless security and 
possibly  a  new  protocol.  By  using  a  holistic  approach  to 
understanding the development and management of protocols 
for  wireless  security  and  privacy  locations,  the  study  
 
 
ascertained how the location of key data transmitted over the 
wireless network can be restricted to defined areas in order to 
enhance  security.  Figure  19  shows  RFID  tags  all  located 
within  the  predefined  test  bed,  because  of  their  location 
access can be granted to the devices which they are attached 
to. Also located are the icons used in our experiment which 
are located within the test bed (blue and red) and to which 
based  on  their  location  access  was  given  to  our  wireless 
laptop. 
VII.  FIGURE AND TABLE DESCRIPTIONS 
 
In this study which was an action research, the aim was to 
provide intervention to practical problems using a theoretical 
framework.  Thereafter  an  application  of  the  theoretical 
framework was implemented to test its ability to provide a 
practical  solution  using  a  host  organisation  for  proof  of 
concept.  Furthermore  the  results  are  usable  within 
organisation with similar infrastructure.  
VIII.  CONCLUSION 
 
A  conclusion  section  is  not  required.  Although  a 
conclusion may review the main points of the paper, do not 
replicate the abstract as the conclusion. A conclusion might 
elaborate  on  the  importance  of  the  work  or  suggest 
applications and extensions.  
  
 
 
Fig 1: Wireless Control System (WCS) for controlling and 
monitoring the movement of the mobile device 
 
 
Fig 2: Wireless Laptop being placed at the start of the 
defined track for walking by the user 
 
 
Fig 3: RFID Tag placed onto the Wireless Laptop 
 
 
Fig 4: User walking along the defined track 
 
 
Fig 5: Security Strategy Model Questionnaires being 
prepared for posting (1000) were sent out to businesses that 
use Wi-Fi networks  
 
 
 
Fig 6: Geofencing Security Strategy Trust Model Schema 
design. 
 
 
Fig 7: Electronic plan of test bed 
 
Fig 8: Electronic plan showing RFID tag and Mobile 
device successfully taking the path of the defined walking 
track. 
 
 
Fig 9: The volume of the Test bed on view 
 
 
Fig 10: The Author marking the walking track 
 
 
Fig 11: An antenna and signal enhancer on display.  
 
 
 
 
Fig 12: A temperature thermometer on display 
 
 
Fig 13: A Team member of the project holding an RFID 
tag. 
 
 
Fig 14: Project members collating data for analysis 
 
 
Fig 15: Access Points shown by the Wireless Controller 
System 
 
 
Fig 16: RFID shown by the Wireless Control System 
 
 
Fig 17: Testing the RFID tags and mobile device. 
 
 
Fig 18: Testing the WCS and Access Points 
 
 
Fig 19: Identifying possible interference from other RFID 
tags 
 
 
Fig 20: Identifying possible interference from other Access 
Points and signal enhancers 
 
 
 
Table I: Researches on extracting high-level contexts 
Researchers (Year) 
 
Information Sources  Techniques  Target Contexts 
D.J. Patterson et al (2003) 
[1] 
Location (GPS)  Dynamic Bayesian 
Network (DBN) 
Transportation mode: car, 
bus, walk 
F. Sparacino (2003) [2]  Location  Dynamic Bayesian 
Network (DBN) 
Museum visitor type: 
greedy, busy, selective 
D. Ashbrook et al (2002) 
[3] 
Location (GPS)  Modified, K-Means 
Clustering, Markov Chain 
Future movement 
J. Mantyjarvi et al (2001) 
[4] 
Acceleration sensors  Multi Layer Perceptron  Activity: Up/down stairs, 
start/stop point, level walk 
Korpipaa et al (2003) [5]  Microphone, Sensors for 
acceleration, light 
intensity, temperature, 
humidity, skin conductivity 
Naive Bayes  Activity: Walking, running, 
Place: elevator, car, Sound: 
rock music, classical 
music, speech 
Lee and Mase (2002) [6]  Acceleration sensors  Fuzzy Sets, Dead 
reckoning 
Activity: sitting, standing, 
walking, location in an 
office 
Peltonen et al (2002) [7]  Microphone  K-Nearest Neighbour, 
Gaussian Mixture Model 
Place: Streets, office, 
library, car, church, etc 
Laerhoven and Cakmarci 
(2000) [8] 
Acceleration sensors  Self Organising Map, 
K-Nearest Neighbour, 
Markov Chain 
Activity: sitting, standing, 
running, riding bicycle, etc 
Clarkson et al (2000) [9]  Wearable camera, 
Microphone 
Hidden Markov Model  Activity: leave/enter office, 
sitting on grass, crossing 
street, etc 
Himberg et al (2001) [10]  Microphone, Sensors for 
acceleration, luminosity 
Dynamic Programming, 
Global Interactive 
replacement 
Activity: sitting, walking, 
standing, etc., Place: 
corridor, porch, lobby, etc 
Oliver and Pentland (2000) 
[11] 
Sensors installed in car for 
speed, gear, brake, 
acceleration,  
Hidden Markov Model  Drivers behaviour: passing, 
turning, changing lanes, etc 
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